Mohamed Awad

AWS Cloud Engineer | DevOps | Platform Engineer

CNPA - CKAD - CBA - AWS SAA
Cairo, Egypt - mohamed.awad9k8@gmail.com - +201114229272
linkedin.com/in/mohamedawad9k8 - github.com/MohamedAwad9k8 - resume.mo2cloud.com

SUMMARY

AWS Cloud Engineer with CNPA, CKAD, CBA and AWS SAA certifications, Specializing in DevOps and Platform Engineering, with
hands-on experience building with AWS, EKS, ECS, Kubernetes, Terraform, GitOps, and Cl/CD. Managed 9 EKS clusters across
multiple regions and accounts supporting 200+ microservices, and built internal developer platforms using Backstage and
FastAPI. Open-source creator of Backstage PyActions, a FastAPI framework for Python-based Backstage automation. Security-
focused engineer with previous vulnerability research experience and 8 responsibly disclosed CVEs.

CERTIFICATIONS

Certified Backstage Associate (CBA) September 2026
Certified Cloud Native Platform Engineering Associate (CNPA) August 2026
Certified Kubernetes Application Developer (CKAD) March 2026
AWS Certified Solutions Architect — Associate (SAA-C03) November 2024
EXPERIENCE

AWS Cloud Engineer — Professional Services June 2026 — Present

ZainTech (AWS Advanced Tier Services Partner across the Gulf and MENA region) - Cairo, Egypt
¢ Deliver client-facing AWS engagements, collaborating with customers, project managers, and solution architects on cloud
adoption, migration, and modernization initiatives.
e Conduct discovery workshops and technical assessments, translating requirements into scalable AWS architectures across
compute, networking, security, storage, and managed services.

¢ Design and implement AWS cloud solutions from assessment and planning through deployment, using Terraform and
cloud-native automation to enable secure, repeatable, and scalable deployments across customer environments.

DevOps Engineer Feb 2025 — May 2026
Al-Matar (leading Saudi travel platform, 4.5M+ app downloads) - Cairo, Egypt
e Managed and operated 9 Kubernetes clusters (AWS EKS) across multiple regions and accounts, supporting multi-tenant
environments and a fleet of 200+ microservices with GitOps deployments via ArgoCD, Helm, and GitLab CI/CD.
e Provisioned production EKS cluster using Terraform Cloud with cross-region networking via Transit Gateway; installed and
configured core infrastructure components including ArgoCD and monitoring stack via Helm.
e Configured IAM roles and Kubernetes service accounts with least-privilege permissions, implementing IRSA for pod-level
AWS access; managed application secrets and database credentials via HashiCorp Vault with automatic rotation.
e Designed and built Backstage-based internal developer platform with modular FastAPI automation backend and Azure SSO
integration, reducing infrastructure provisioning from hours to minutes.
e Monitored and maintained production services using Prometheus, Grafana, and ELK; managed DNS, routing, CloudFront,
and Cloudflare, while administering MySQL and MongoDB with automated Kubernetes CronJob backups and Vault-
managed credentials, and participating in on-call incident response.

Security Researcher Feb 2024 — Nov 2024
Wordfence - Remote, USA
e Discovered and responsibly disclosed 8 CVEs in WordPress plugins affecting thousands of live websites, specializing in
OWASP application security vulnerabilities including XSS, SQLi, CSRF, LFI, and RFI.
e Conducted deep manual code reviews across large codebases, developing a security-first mindset applied to infrastructure
hardening, secure defaults, and code review.
Verify: wordfence.com/threat-intel/vulnerabilities/researchers/mohamed-awad
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TECHNICAL SKILLS

Cloud: AWS (EKS, ECS, EC2, S3, Lambda, RDS, DynamoDB, CloudWatch, Route53, API Gateway), Cloudflare, Azure
laC: Terraform, Terraform Cloud, CloudFormation, Ansible, Helm

Platform Engineering: Kubernetes, Docker, ArgoCD, GitOps, Istio, OpenShift, Backstage

ClI/CD: GitLab CI/CD, GitHub Actions, AWS CodePipeline

Observability/Security: Prometheus, Grafana, ELK, Vault, IAM, IRSA, RBAC, Trivy

Programming/Backend: Python, Go, TypeScript, JavaScript, Bash, FastAPI, Node.js, REST APIs, Kafka, RabbitMQ, MySQL,
PostgreSQL, MongoDB, Redis

PROJECTS

AWS ECS Platform and DevSecOps Pipeline — AWS, ECS/Fargate, CloudFormation, GitHub Actions, Trivy, Semgrep, Cosign
github.com/SparrowX-ECS/project-overview

e Designed a reusable AWS ECS/Fargate platform for deploying microservices across isolated environments, using modular
CloudFormation infrastructure covering multi-AZ VPC networking, private ECS tasks, ALB path-based routing, ECR, ECS
Service Connect, RDS PostgreSQL, Secrets Manager, IAM, CloudWatch Logs, and optional CloudFront resources..

¢ Deployed a built-in observability stack using Prometheus and Grafana on ECS, provisioned through CloudFormation to
provide metrics collection and visualization.

e Built a reusable DevSecOps pipeline with a shift-left security approach, integrating application tests, Semgrep SAST, Trivy
secret and container vulnerability scanning, SBOM generation, and Cosign image signing via GitHub Actions OIDC.

¢ Implemented Build Once, Promote Many, deploying signed images to development for smoke/API testing and OWASP ZAP
DAST, then promoting the exact image digest to production using Skopeo and ORAS, with digest/signature verification,
production validation, and rollback paths.

Backstage PyActions — FastAPI framework for Backstage automation
github.com/MohamedAwad9k8/backstage-pyactions

e Built an open-source FastAPI framework enabling platform teams to expose Python automation as Backstage scaffolder
actions without rewriting workflows in Node.js/TypeScript.

¢ Implemented YAML-based module discovery, Pydantic validation, GitHub/GitLab providers, Docker/Kubernetes
deployment with Helm, published on ArtifactHub.

Cloud-Native Wallet Service — FastAPI, Kubernetes, Helm, Istio, Prometheus/Grafana, GitHub Actions
github.com/MohamedAwad9k8/wallet-service-k8s

e Built and deployed a financial microservice on Kubernetes with idempotent transactions, DB-level concurrency control,
and Decimal-based financial calculations.

¢ Implemented Prometheus/Grafana observability, alerting, Istio mTLS and canary routing, configurable Helm deployment,
and GitHub Actions CI/CD.

EDUCATION

Ain Shams University - Bachelor’s Degree, Electrical Engineering - Cairo, Egypt Feb 2024

Relevant coursework: Automation & Control Systems, loT, Programming, Electronics, Electrical Drives

LANGUAGES

English — Fluent - Arabic — Native - German — Elementary (OSD A1)
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